International Journal of Juridical Studies & Research (1JJSR), Vol. 1, Issue 2, December
2022 Page 20-35

DATA PROTECTION LAW IN INDIA: AN ANALYSIS OF
THE DIGITAL PERSONAL DATA PROTECTION ACT, 2023.

ISHIKA SINGH

Abstract

The exponential growth of digital technologies has led to unprecedented collection,
processing, and dissemination of personal data, raising serious concerns regarding individual
privacy and data security. In India, where digital governance initiatives such as Digital India,
Aadhaar, and rapid expansion of e-commerce and social media platforms have transformed
socio-economic interactions, the need for a robust data protection framework became
imperative. This necessity culminated in the enactment of the Digital Personal Data
Protection Act, 2023 (DPDP Act), which represents India’s first comprehensive legislation
dedicated exclusively to personal data protection.

This research paper critically examines the evolution of data protection law in India and
provides an in-depth analysis of the DPDP Act, 2023. It explores the constitutional
foundations of privacy, particularly after its recognition as a fundamental right by the
Supreme Court in Justice K.S. Puttaswamy v. Union of India. The paper further analyzes the
historical inadequacies of earlier legal frameworks, the influence of committee reports, and
the policy considerations shaping the new law. Through doctrinal and comparative analysis,
particularly with the European Union’s General Data Protection Regulation (GDPR), the
paper evaluates the strengths, weaknesses, and implementation challenges of the DPDP Act.
The study concludes with findings and recommendations aimed at strengthening India’s data
protection regime while balancing innovation, state interests, and individual rights.

1 INTRODUCTION

1.1 Concept of Data Protection

Data protection refers to the legal and institutional mechanisms designed to safeguard
personal information from unauthorized access, misuse, disclosure, or destruction. Personal
data, in contemporary digital societies, has become a valuable economic resource, often
described as the “new oil.” The ability of governments and private entities to collect, process,
and analyze vast quantities of data has transformed decision-making, governance, and
commerce. However, this has simultaneously heightened the risk of surveillance, profiling,
identity theft, and erosion of individual autonomy.

Data protection law seeks to regulate the manner in which personal data is collected and
processed, ensuring that such processing is lawful, fair, transparent, and proportionate. At its
core, data protection is closely linked with the concept of privacy, human dignity, and
informational self-determination.



International Journal of Juridical Studies & Research (1JJSR), Vol. 1, Issue 2, December
2022 Page 20-35

1.2 Importance of Data Protection in the Digital Age

The digital age has fundamentally altered how individuals interact with technology and
institutions. Activities such as online banking, social networking, digital payments, healthcare
services, and e-governance involve continuous sharing of personal data. In India, the
proliferation of digital platforms, combined with increasing internet penetration, has resulted
in the mass digitization of personal information.

Data breaches, unauthorized surveillance, and commercial exploitation of personal data have
become frequent concerns. Without adequate safeguards, individuals are vulnerable to
discrimination, financial fraud, and loss of autonomy. Effective data protection laws therefore
serve multiple objectives:

e Protecting individual privacy and dignity
e Enhancing trust in digital ecosystems

« Regulating corporate data practices

o Ensuring accountability of the State

1.3 Global Perspective on Data Protection

Globally, several jurisdictions have adopted comprehensive data protection frameworks. The
European Union’s General Data Protection Regulation (GDPR) is widely regarded as the
gold standard, emphasizing individual rights, strict consent requirements, and heavy penalties
for non-compliance. Other notable frameworks include the California Consumer Privacy Act
(CCPA) and the UK Data Protection Act, 2018.

India’s engagement with global trade, cross-border data flows, and digital services
necessitated alignment with international privacy norms while accounting for domestic socio-
economic realities.

1.4 Need for Data Protection Law in India

Prior to the DPDP Act, India lacked a dedicated data protection statute. The Information
Technology Act, 2000, and its associated rules offered limited protection and were primarily
designed to regulate cybercrimes and electronic commerce. These provisions were inadequate
to address modern challenges such as large-scale data processing, artificial intelligence, and
surveillance technologies.

The absence of a comprehensive law resulted in:
e Weak enforcement mechanisms
o Lack of clarity on rights of individuals

« Insufficient accountability of data processors

The need for reform became more pronounced following constitutional developments
recognizing privacy as a fundamental right.
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1.5 Research Objectives
This research aims to:

Examine the evolution of data protection law in India

Analyze the constitutional foundations of privacy

Critically evaluate the Digital Personal Data Protection Act, 2023
Identify gaps and implementation challenges

Suggest reforms for strengthening India’s data protection regime

orwbpPE

1.6 Research Methodology
The study adopts a doctrinal research methodology, relying on:

Statutory analysis

Judicial decisions

Committee reports

Academic literature and comparative legal materials

1.7 Scope and Limitations

The scope of this research is limited to personal data protection under Indian law, with
comparative references to GDPR for analytical purposes. The study does not include
empirical analysis or quantitative data due to the recent enactment of the DPDP Act.

2 EVOLUTION OF DATA PROTECTION LAW IN INDIA

2.1 Early Legal Framework

Before the enactment of the DPDP Act, data protection in India was governed primarily by
the Information Technology Act, 2000. Section 43A of the Act imposed liability on body
corporates for failure to protect sensitive personal data, while the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 provided limited guidelines for data handling.

However, these provisions suffered from several shortcomings:
« Narrow scope of application

o Absence of comprehensive rights for individuals
o Weak enforcement and adjudication mechanisms
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2.2 Judicial Recognition of Privacy

The constitutional status of privacy in India remained ambiguous until 2017. Earlier judicial
decisions offered inconsistent views on whether privacy constituted a fundamental right.

This ambiguity was conclusively resolved in Justice K.S. Puttaswamy (Retd.) v. Union of
India, where a nine-judge bench of the Supreme Court unanimously held that the right to
privacy is an intrinsic part of the right to life and personal liberty under Article 21 of the
Constitution of India.

The Court emphasized that privacy includes informational privacy and imposes positive
obligations on the State to protect personal data.

2.3 Significance of the Puttaswamy Judgment

The Puttaswamy judgment marked a turning point in India’s data protection jurisprudence by:
o Establishing privacy as a fundamental right
e Recognizing informational self-determination

o Mandating the State to enact a data protection law

The judgment laid down the principles of legality, necessity, and proportionality for any
infringement of privacy, which became guiding principles for subsequent legislation.

2.4 Post-Puttaswamy Developments
Following the judgment, the Government of India constituted the Justice B.N. Srikrishna
Committee to examine issues relating to data protection and propose a draft legislation. The

committee’s report highlighted systemic gaps in India’s regulatory framework and
recommended a rights-based data protection regime.

Footnoting

1. Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).

These developments eventually led to the enactment of the Digital Personal Data Protection
Act, 2023.
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3 COMMITTEE REPORTS AND POLICY BACKGROUND TO DATA
PROTECTION LAW IN INDIA

3.1 Background to the Formation of Expert Committees

Following the Supreme Court’s landmark decision in Justice K.S. Puttaswamy (Retd.) v.
Union of India, which recognized privacy as a fundamental right, it became constitutionally
imperative for the State to enact a comprehensive data protection legislation. The Court
emphasized that informational privacy forms an essential component of personal liberty and
requires statutory safeguards against misuse by both State and non-State actors.

In response, the Government of India constituted an expert committee under the
chairmanship of Justice B.N. Srikrishna in July 2017. The committee was entrusted with
examining data protection issues in India and recommending a legal framework that balanced
individual privacy with legitimate State and business interests.2

3.2 Justice B.N. Srikrishna Committee Report (2018)

The committee submitted its report titled “A Free and Fair Digital Economy: Protecting
Privacy, Empowering Indians” in 2018. The report marked a foundational moment in
India’s data protection discourse.

3.2.1 Key Principles Recommended

The committee proposed that any data protection law in India should be based on the
following principles:

Technology neutrality

Informed consent

Purpose limitation

Data minimization
Accountability of data fiduciaries

It emphasized that individuals must retain control over their personal data and that consent
should be meaningful, informed, and revocable.

3.2.2 Rights of Data Principals
The report recommended a robust set of rights for individuals, including:

Right to confirmation and access
Right to correction

Right to data portability

Right to be forgotten
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These rights were inspired by international standards, particularly the GDPR, but adapted to
Indian realities.

3.2.3 Data Protection Authority

A significant recommendation was the establishment of an independent Data Protection
Authority (DPA) with wide-ranging powers, including:

Monitoring compliance
Conducting inquiries
Imposing penalties
Issuing binding directions

The committee stressed that independence of the authority was crucial to ensure protection
from executive interference.

3.3 Criticism of the Srikrishna Committee Report

While widely praised, the report also attracted criticism on certain grounds:
o Excessive discretionary powers to the State
« Broad exemptions for national security

o Potential compliance burden on startups and SMEs

Despite these concerns, the report laid the intellectual and policy foundation for India’s data
protection regime.

3.4 Legislative Journey from Draft Bills to DPDP Act, 2023

Between 2018 and 2023, multiple drafts of data protection bills were introduced, revised, and
withdrawn. These included:

o Personal Data Protection Bill, 2019
o Data Protection Bill, 2021

Each iteration reflected shifting policy priorities, particularly regarding data localization, state
exemptions, and regulatory control.

Ultimately, these developments culminated in the enactment of the Digital Personal Data
Protection Act, 2023, which marked India’s first comprehensive data protection statute.

4 DIGITAL PERSONAL DATA PROTECTION ACT, 2023: AN
ANALYTICAL OVERVIEW
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4.1 Objectives and Scope of the Act

The Digital Personal Data Protection Act, 2023 aims to:
Protect the personal data of individuals
Recognize the rights of data principals

Regulate the processing of digital personal data
Establish accountability mechanisms

The Act applies to the processing of digital personal data within India and to processing
outside India if it involves offering goods or services to individuals in India.?

4.2 Key Definitions under the Act
The DPDP Act introduces several important definitions:
« Data Principal: The individual to whom the personal data relates
o Data Fiduciary: Any person who determines the purpose and means of processing
personal data
o Consent: A freely given, specific, informed, and unambiguous indication of the data

principal’s agreement

These definitions form the backbone of the rights-and-duties framework under the Act.

4.3 Consent Framework

Consent under the DPDP Act must be:
e Clear and affirmative
e Linked to a specific purpose

« Capable of being withdrawn

The Act mandates that consent requests be presented in clear language and allows individuals
to revoke consent at any time, reflecting a rights-based approach to data protection.

FOOT NOTING

1- Ministry of Electronics & Information Technology, Report of the Committee of Experts on
Data Protection Framework for India (Justice B.N. Srikrishna Committee Report, 2018).

4.4 Rights of Data Principals

The Act grants several rights to data principals, including:
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e Right to access information about processing

e Right to correction and erasure

« Right to grievance redressal

e Right to nominate another person in case of incapacity or death

These rights aim to empower individuals and enhance transparency in data processing
practices.

4.5 Obligations of Data Fiduciaries
Data fiduciaries are required to:

e Process data lawfully and fairly

o Implement reasonable security safeguards

« Notify data breaches

e Ensure accuracy and completeness of data

Certain categories of fiduciaries may be designated as Significant Data Fiduciaries, subject
to enhanced compliance obligations.

FOOTNOTES

Ministry of Electronics & Information Technology, Report of the Committee of Experts on Data
Protection Framework for India (2018).

Digital Personal Data Protection Act, No. 22 of 2023, § 3 (India).

5 DETAILED ANALYSIS OF KEY PROVISIONS OF THE
DIGITAL PERSONAL DATA PROTECTION ACT, 2023

5.1 Lawful Grounds for Processing Personal Data

The DPDP Act adopts a consent-centric model for processing personal data. Section 6 of the
Act mandates that personal data shall be processed only for a lawful purpose after obtaining
valid consent from the data principal, unless processing is expressly permitted under certain
legitimate uses.

Consent must be:

Free

Specific
Informed
Unambiguous
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o Given through a clear affirmative action

This provision aligns with international data protection norms and emphasizes the autonomy
of individuals over their personal data.

5.2 Legitimate Uses Without Consent

The Act recognizes that consent may not always be feasible. Accordingly, it permits
processing of personal data without consent for certain legitimate uses, including:

o Performance of State functions authorized by law
o Compliance with judicial orders

e Medical emergencies

o Employment-related purposes

While this flexibility is necessary for governance and public interest, critics argue that the

scope of legitimate uses is broad and may be susceptible to misuse if not narrowly
interpreted.

5.3 Protection of Children’s Personal Data

One of the significant features of the DPDP Act is its emphasis on protecting children’s data.
The Act defines a child as a person below the age of eighteen years.

Key safeguards include:
« Mandatory verifiable parental consent for processing children’s data
« Prohibition of tracking, behavioral monitoring, and targeted advertising directed at

children

These provisions aim to prevent exploitation and commercial profiling of minors in the
digital ecosystem.

5.4 Obligations Relating to Data Accuracy and Security
Data fiduciaries are obligated to ensure that personal data processed is:

e Accurate
o Complete
o Consistent with the purpose of processing

Further, Section 8 mandates implementation of reasonable security safeguards to prevent
data breaches. In case of a breach, fiduciaries must notify both the affected data principals
and the Data Protection Board of India.

Failure to adopt adequate security measures attracts significant financial penalties under the
Act.
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5.5 Cross-Border Transfer of Personal Data

Unlike earlier draft bills which emphasized strict data localization, the DPDP Act adopts a
relatively liberal approach. Cross-border transfer of personal data is permitted except to
countries specifically restricted by the Central Government.

This approach reflects India’s intent to balance:

o Data sovereignty
o Ease of doing business
« Participation in the global digital economy

However, the lack of clear adequacy standards has raised concerns regarding protection of
Indian citizens’ data abroad.

5.6 Adjudication Mechanism: Data Protection Board of India

The Act establishes the Data Protection Board of India as the primary adjudicatory body
for enforcement. The Board is empowered to:

« Inquire into data breaches
e Impose penalties
o Direct remedial measures

While the creation of a specialized body is a positive step, concerns persist regarding its
independence, as appointments and service conditions are controlled by the Central
Government.

5.7 Penalty Framework

The DPDP Act introduces a structured penalty regime, with fines extending up to 2250 crore
for certain violations, including:

o Failure to prevent data breaches
o Non-fulfillment of obligations relating to children’s data
e Breach of consent requirements

The penalty framework emphasizes deterrence but is comparatively lower than GDPR
penalties, which can reach up to 4% of global turnover.

6 CRITICAL EVALUATION OF THE DIGITAL PERSONAL
DATA PROTECTION ACT, 2023
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6.1 Strengths of the DPDP Act
The DPDP Act has several notable strengths:
« First comprehensive personal data protection law in India
o Clear recognition of individual rights
o Consent-based processing framework
« Simplified compliance structure

The Act reflects India’s attempt to create a balanced framework that supports innovation
while safeguarding individual privacy.

6.2 Key Weaknesses and Concerns
Despite its strengths, the Act suffers from certain limitations:
6.2.1 Broad Government Exemptions

The Act grants the Central Government wide powers to exempt its agencies from compliance
in the interest of national security, public order, and sovereignty. Such broad exemptions risk
undermining the fundamental right to privacy.

6.2.2 Limited Independence of the Data Protection Board

The absence of an independent regulatory authority comparable to GDPR’s supervisory
authorities raises concerns regarding impartial enforcement.

6.2.3 Absence of Data Portability and Right to be Forgotten

Unlike earlier drafts, the DPDP Act does not explicitly provide for the right to data portability
or the right to be forgotten, weakening individual control over personal data.

FOOTNOTING

1- Digital Personal Data Protection Act, No. 22 of 2023, § 3 (India).

6.3 Compliance Challenges for Businesses
Small and medium enterprises may face difficulties in:
« Understanding consent requirements

e Implementing security safeguards
« Maintaining compliance documentation
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Without adequate guidance and phased implementation, compliance costs may
disproportionately affect startups and smaller entities.
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7/ COMPARATIVE ANALYSIS OF THE DPDP ACT, 2023 AND
THE GDPR

7.1 Overview of the GDPR

The General Data Protection Regulation (GDPR), enacted by the European Union in 2018,
is widely regarded as the most comprehensive and stringent data protection regime globally.
It adopts a rights-based approach and applies extraterritorially to entities processing the data
of EU residents.

The GDPR has significantly influenced data protection discourse worldwide and served as a
reference point during the drafting of India’s data protection legislation.

7.2 Consent Standards
Under the GDPR, consent must be:

Freely given

Specific

Informed

Unambiguous

Explicit (for sensitive data)

The DPDP Act similarly emphasizes consent but adopts a simplified framework. While this
enhances ease of compliance, it may dilute the robustness of individual control compared to
GDPR standards.

FOOT NOTING

1- Information Technology Act, No. 21 of 2000, § 43A (India).

7.3 Rights of Data Subjects vs Data Principals

GDPR (EV) DPDP Act (India)
Right to access Right to access
Right to rectification Right to correction

Right to erasure (“right to be forgotten™) Limited erasure
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GDPR (EU) DPDP Act (India)
Right to data portability Not provided
Right to object Limited scope

The omission of data portability and the right to be forgotten under the DPDP Act has been
widely criticized by privacy advocates.

7.4 Enforcement and Penalties

GDPR penalties can reach up to €20 million or 4% of global turnover, whichever is higher.
In contrast, the DPDP Act caps penalties at 250 crore.

While the DPDP Act’s penalties are substantial in the Indian context, they may not have the
same deterrent effect on large multinational corporations.

7.5 Overall Comparative Assessment
The DPDP Act prioritizes regulatory simplicity and business facilitation, whereas the GDPR

emphasizes strong individual rights and strict enforcement. India’s approach reflects a
balancing act between economic growth and privacy protection.

8 STAKEHOLDER IMPACT ANALYSIS

8.1 Impact on Individuals

For citizens, the DPDP Act provides:
« Legal recognition of data protection rights
o Greater transparency in data processing

e Grievance redressal mechanisms

However, limited awareness and absence of collective redress mechanisms may reduce the
practical effectiveness of these rights.

FOOT NOTING

1- Regulation (EU) 2016/679, General Data Protection Regulation, arts. 5-6.
8.2 Impact on Businesses and Startups
Businesses benefit from:

« Simplified compliance structure
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e Reduced regulatory uncertainty
o Greater alignment with global data flows

At the same time, compliance costs related to consent management, security safeguards, and
breach notification pose challenges, particularly for small enterprises.

8.3 Impact on Government and State Agencies
The Act grants significant discretion to the government through exemptions. While this may

aid governance and national security objectives, it raises concerns about unchecked
surveillance and misuse of personal data.

8.4 Civil Society and Privacy Advocates

Civil society organizations have expressed concerns regarding:
e Lack of an independent regulator
o Broad government exemptions

e Absence of strong remedial rights

These criticisms underline the need for stronger institutional safeguards.

9 CASE STUDIES

9.1 Aadhaar Data Controversy
The Aadhaar ecosystem raised serious questions regarding data security and surveillance.

Judicial scrutiny emphasized the need for legislative safeguards, which ultimately contributed
to the development of the DPDP Act.

9.2 Data Breaches in the Indian Tech Sector

Several Indian companies have faced large-scale data breaches involving personal and
financial information. These incidents highlight the necessity of mandatory breach
notification and accountability mechanisms under the DPDP Act.

FOOT NOTING
1- K.S. Puttaswamy (Aadhaar) v. Union of India, (2019) 1 SCC 1 (India).

9.3 Global Tech Companies and Compliance

Post-enactment of the DPDP Act, global tech firms operating in India have updated their
privacy policies and consent frameworks, demonstrating the Act’s regulatory influence.
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10 FINDINGS, RECOMMENDATIONS, AND CONCLUSION**

10.1 Key Findings

India lacked a comprehensive data protection law prior to 2023
The DPDP Act fills a critical legislative vacuum

The Act adopts a business-friendly but rights-limited approach
Enforcement independence remains a concern

10.2 Recommendations

Establish an independent data protection authority

Introduce data portability and right to be forgotten

Narrow government exemptions through parliamentary oversight
Enhance public awareness of data protection rights

Provide compliance guidance for SMEs

akrownE

10.3 Conclusion

The Digital Personal Data Protection Act, 2023 marks a significant milestone in India’s legal
and constitutional journey toward safeguarding informational privacy. While the Act reflects
pragmatic policy choices suited to India’s developmental priorities, it falls short of creating a
fully rights-centric data protection regime. The effectiveness of the Act will ultimately
depend on its implementation, judicial interpretation, and future amendments. Strengthening
institutional independence and expanding individual rights will be crucial to ensuring that
India’s data protection framework remains both robust and future-ready.

Reference

« Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1
(India).

« Digital Personal Data Protection Act, No. 22 of 2023 (India).

« Information Technology Act, No. 21 of 2000 (India).

« Ministry of Electronics & Information Technology, Report of the
Committee of Experts on Data Protection Framework for India
(2018).

« Regulation (EU) 2016/679 (General Data Protection Regulation).



International Journal of Juridical Studies & Research (1JJSR), Vol. 1, Issue 2, December
2022 Page 20-35



